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7KLVSDSHUSURSRVHGEXLOGLQJRI5HVRXUFH3ODWIRUPEDVHGRQ3.,DFFRUGLQJ WR LQVWDELOLW\RI VHFXULW\DERXW WKHFXUUHQW
KLJKHU HGXFDWLRQ LQIRUPDWLRQ UHVRXUFHV SODWIRUP ,Q RUGHU WR HVWDEOLVK UHVRXUFHPDQDJHPHQW DSSOLFDWLRQ V\VWHPV ZLWK
FHQWUDOL]HGPDQDJHPHQW DQG GLVWULEXWHG VWRUDJH EDVHG RQ 3., ,W ZLOO IRUPDW WKHPHFKDQLVP RI WKH+LJKHU (GXFDWLRQ
,QIRUPDWLRQ5HVRXUFH6KDULQJ7KLVSDSHU ILUVW DQDO\]HV WKH IHDVLELOLW\RIEXLOGLQJRI5HVRXUFH3ODWIRUPEDVHGRQ3.,









DFFXPXODWHG WR D FHUWDLQ DPRXQW RI LWZLOO KDYH D YDOXH WKHVH YDOXHV UHIHUUHG WR DV LQIRUPDWLRQ UHVRXUFHV
,QIRUPDWLRQUHVRXUFHVDQGPDQSRZHUPDWHULDOILQDQFLDODQGQDWXUDOUHVRXUFHVDUHDQLPSRUWDQWUHVRXUFHIRU
OHDUQLQJ7KHXQLYHUVLW\
V LQIRUPDWLRQ UHVRXUFHVFDQEHGLYLGHG LQWR WKH IROORZLQJFDWHJRULHV WKHHGXFDWLRQ
DQG WHDFKLQJ UHVRXUFHV SHUVRQQHO RU KXPDQ UHVRXUFHV RIILFH RI LQIRUPDWLRQ UHVRXUFHV UHVHDUFK DQG
LQIRUPDWLRQUHVRXUFHVORJLVWLFVLQIRUPDWLRQUHVRXUFHVILQDQFLDOUHVRXUFHVHTXLSPHQWLQIRUPDWLRQUHVRXUFHV
DQG WKH 6WXGHQW ,QIRUPDWLRQ 5HVRXUFHV HDFK FDWHJRU\ RI LQIRUPDWLRQ UHVRXUFHV LQ VFKRROV DUH RIWHQ
FRUUHVSRQGVWRDQXPEHURIIXQFWLRQDOGHSDUWPHQWVZKLOHWKHFRUUHVSRQGLQJRQHRUPRUHRIWKHDSSOLFDWLRQV
&RQVWUXFWLRQ RI XQLYHUVLW\ LQIRUPDWLRQ UHVRXUFHV LV D WKULYLQJ VFHQH H[WUHPH SURVSHULW\ RI UHVRXUFHV WKH
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JURZWK UDWH FDQ EH ZLWK HDFK SDVVLQJ GD\ WR GHVFULEH EXW DOVR LQ ZLGWK EUHDGWK DQG GHSWK RI SUHYLRXV









OHJLWLPDWH ULJKWVDQG LQWHUHVWVRI WKHFRQWULEXWRUV WRFRQVLGHU WKH LVVXHRI XQLYHUVLW\ WHDFKLQJ UHVRXUFHVDUH
VKDUHGSODWIRUP







UHPDUNDEOH DFKLHYHPHQWV EXW WKHUH DUH VWLOO VRPH GLIILFXOW SUREOHPV 7KHPRVW SURPLQHQW RI ZKLFK LV WKH
WHDFKLQJUHVRXUFHVSODWIRUPRILQIRUPDWLRQVHFXULW\LVVXHV
&XUUHQWO\ PRVW FROOHJHV DQG XQLYHUVLWLHV WHDFKLQJ UHVRXUFHV SODWIRUP LV QRW UHDOO\ VKDULQJ LWV VKDUH LV
EDVLFDOO\FRQILQHGWRWKHVFKRROZLWKLQ:LWKWKHVKDUHGH[SDQVLRQRIWKHVFRSHKRZWRSURWHFWWKHVHFXULW\RI
LQIRUPDWLRQLQWKHSODWIRUPRIWHDFKLQJUHVRXUFHVLVERXQGWREHVXEMHFWWRDJURZLQJFRQFHUQ
,QGHSHQGHQW FROOHJHV DQG XQLYHUVLWLHV WHDFKLQJ UHVRXUFHV SODWIRUP ZLWK PDLQWHQDQFH SHUVRQQHO
PDLQWHQDQFHVWDIIQRWYHU\SURIHVVLRQDOWROHDGWKHRUJDQL]DWLRQRIUHVRXUFHVVWRUDJHDQDO\VLVDQGUHWULHYDO
WKHUHDUHPDQ\SUREOHPVLWLVGLIILFXOWWRJLYHIXOOSOD\WRWKHUROHRIWHDFKLQJUHVRXUFHVSODWIRUP
7KH WUDGLWLRQDO ZD\ WR PDQDJH WKH XVHU
V XVHUQDPH DQG SDVVZRUG RI WKH H[LVWLQJ SODWIRUP RI WHDFKLQJ
UHVRXUFHVPDLQO\ WR SURWHFW WKH VHFXULW\ RI XVHU GDWD DQG SHUVRQDO LQIRUPDWLRQ WKHLUPHVVDJH WKURXJK WKH
DGPLQLVWUDWRU DXGLW WR HQVXUH LWV UHOLDELOLW\ DQG VHFXULW\ZLWK OLWWOH UHJDUG IRU WKH XVHU UHOHDVHG LQIRUPDWLRQ








SURYLGH FU\SWRJUDSKLF VHUYLFHV VXFK DV HQFU\SWLRQ DQG GLJLWDO VLJQDWXUHV DQG QHFHVVDU\ NH\ DQG FHUWLILFDWH
PDQDJHPHQWV\VWHPIRUDOOQHWZRUNDSSOLFDWLRQVLQVLPSOHWHUPV3.,LVSXEOLFNH\WKHRULHVDQGWHFKQLTXHV
HVWDEOLVKHGWRSURYLGHVHFXULW\VHUYLFHVLQIUDVWUXFWXUH
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7KH HQFU\SWLRQ WHFKQRORJ\ LV D 3., LQIUDVWUXFWXUH WHFKQRORJ\ WKH FRUH LV D GLJLWDO FHUWLILFDWH GLJLWDO
FHUWLILFDWH SURYLGHV XV ZLWK WKH SRVVLELOLW\ RI WKH QHWZRUN WR LGHQWLI\ WKH WUXH LGHQWLW\ RI RU WKDW WKLV
WHFKQRORJ\PDNHVVHFXUHGLJLWDOVLJQDWXUHYHULILFDWLRQRIVLJQDWXUHVDQGRSHQDVSRVVLEOH










.H\EDFNXS DQG UHFRYHU\ V\VWHP WR DYRLGRFFXUUHQFHRI WKHGDWD FDQQRW EH UHDGSURSHUO\EHFDXVH WKH
NH\VDUHORVW
&HUWLILFDWHUHYRFDWLRQV\VWHPWKHSURFHVVLQJRINH\FRPSURPLVHRUEH\RQGWKHYDOLGLW\RIWKHFHUWLILFDWH
.H\ FRPSURPLVH E\ WKH SULYDWH NH\ RZQHU WR QRWLI\ WKH &$ RU E\ D PDQDJHPHQW IXQFWLRQ WR DFKLHYH
FHUWLILFDWLRQDVVRFLDWHGZLWKWKHXVHUPDQDJHPHQWV\VWHPWKHGHOHWLRQRIXVHUUHFRUGVZLOOKDYHDFHUWLILFDWH
UHYRFDWLRQQRWLFH&$ZLOOUHYRNHDXVHUFHUWLILFDWHDQGQRWLI\WKHFHUWLILFDWHXVHU
$ GLJLWDO VLJQDWXUH LV WKH HOHFWURQLF DQDORJ RI D KDQGZULWWHQ VLJQDWXUH FDQ GHWHUPLQH WKH LGHQWLW\ RI WKH
VLJQHU'LJLWDOVLJQDWXUHFDQEHSRZHUIXOHYLGHQFHRIDGDWDXVHGLQWKHVLJQDWXUHFDOFXODWLRQ
3., DXWKHQWLFDWLRQ VHUYLFH XVHV GLJLWDO VLJQDWXUHV WR FRQILUP WKH LGHQWLW\ &RPPRQ 3., DXWKHQWLFDWLRQ
VHUYLFHV WKHXVHUVRIWKH3.,V\VWHPWREHFHUWLILHGWRLVVXHWKHLQTXLU\GDWDXVHUVQHHGWRXVH\RXUSULYDWH
NH\ WR LQTXLUH DERXW GDWD HQFU\SWLRQ RU VLJQDWXUH LI WKH 3., V\VWHP FDQ XVH WKH SXEOLF NH\ WR YHULI\ WKH
VLJQDWXUHRUGHFU\SWWKHGDWDLQWKHXVHUFHUWLILFDWHWKHXVHULGHQWLW\DXWKHQWLFDWLRQ
7KHGLJLWDOWLPHVWDPSVHUYLFHLVXVHGWRSURYHWKHH[LVWHQFHRIDVHWRIGDWDDWDSDUWLFXODUWLPH
(OHFWURQLF EHKDYLRXU RFFXUV WKH SDUWLHV WR SURYLGH DQ XQGHQLDEOH IDFW $XWKHQWLFDWLRQ QRQUHSXGLDWLRQ
VHUYLFHVIRFXVHGRQLGHQWLI\LQJWKHEHKDYLRURIWKHSDUWLHV
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3URJUDPVRQ%XLOGLQJRI5HVRXUFH3ODWIRUP%DVHGRQ3.,
2YHUDOODUFKLWHFWXUH









VHFXULW\ VHUYLFHV VHHP WR XVH SXEOLF NH\ FU\SWRJUDSK\ FDQ EH DFKLHYHG LQ QHHG DQG LQ IDFWZH QHHGPRUH
VHFXULW\3.,FDQEHXVHGDV WKHDXWKHQWLFDWLRQ VFKHPH VXFKDV66/SURWRFRO\RXFDQXVH3., WRSURYLGH
DXWKHQWLFDWLRQ RI XVHU LGHQWLW\ 7KDW LV WR HDFK UHJLVWHUHG XVHU D GLJLWDO FHUWLILFDWH $OO DFWLYLWLHV LQ WKH









'LJLWDO VLJQDWXUH SODWIRUP RI WHDFKLQJ UHVRXUFHV WR KHOS WKH FRQVWUXFWLRQ RI WHDFKLQJ UHVRXUFHV SODWIRUP
VHFXULW\)LJXUHIRUWKHGLJLWDOVLJQDWXUHYHULILFDWLRQSULQFLSOH







7KHFRUHOHYHOSODWIRUPDVD UHVRXUFH VHUYLFHPDQDJHPHQWDQGVHUYLFHSODWIRUP UHVSRQVLEOH IRUSXEOLVKLQJ
WKH UHVRXUFH PHWDGDWD VSHFLILFDWLRQV DQG OLQNV ZLWK FRXQWULHV DQG RWKHU SURYLQFHV DQG FLWLHV LQ +LJKHU
(GXFDWLRQ5HVRXUFHV1HWZRUNVKDUHGUHVRXUFHV>@
/HYHO RI SURYLQFHV DXWRQRPRXV UHJLRQV WKHXUEDQ OHYHO VFKRROOHYHO XVHUV DFFRUGLQJ WRQHHG DFFHVV WR
SODWIRUPPDQDJHPHQWSODWIRUPDQGVHUYLFHQRGHVFDQEHGHSOR\HGIXOOGHSOR\PHQWLQVFKRROVDFFRUGLQJWR





3., VHUYLFHV WR JHQHUDWH WKH GLJLWDO VLJQDWXUH 3., PRGHO WR SURKLELW WKH XVH RI DQ\ IRUP RI GLJLWDO
VLJQDWXUH NH\ DUFKLYH RU UHVWRUH RSHUDWLRQ 7KLV JXDUDQWHHG QRQUHSXGLDWLRQ UHTXLUHPHQWV RI WKH VLJQHG
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GRFXPHQW+RZWREHORVWLQWKHSURFHVVRIXVLQJWKHSULYDWHNH\XVHGIRUVLJQDWXUHZLOOQRWEHDEOHWRXVHWKDW










WKHLU VHFXULW\ LV ERXQG WR KDYH KLJKHU UHTXLUHPHQWV DQG 3., LV RQH RI WKH IDFLOLWLHV FXUUHQWO\ DYDLODEOH WR
SURYLGHHIIHFWLYH LQIRUPDWLRQVHFXULW\GLJLWDO VLJQDWXUHGLJLWDO WLPHVWDPSDQGQRQUHSXGLDWLRQ VHUYLFHDUH
WKH WHDFKLQJ UHVRXUFHV QHFHVVDU\ IRU WKH SODWIRUP LV ERXQG WR SURPRWH WKH SODWIRUP IRU WKH FRQVWUXFWLRQ RI
XQLYHUVLW\WHDFKLQJUHVRXUFHVDQGXQLYHUVLW\WHDFKLQJUHVRXUFHVSODWIRUPWRWUXO\SOD\LWVGXHUROH
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